
 
 

 
 

 
 

 
 

  
INTERNET EMPLOYMENT SCAMS 

 
With an uncertain economy and many recent college graduates looking for jobs, this month’s Consumer 
Corner column addresses potential employment scams that target those conducting job searches online. 

 

Q. I’ve been using the Internet lately to 
conduct a job search. This week, I received an 
e-mail from a guy claiming to be the manager 
of an overseas jewelry company. He says he 
saw my resume on a legitimate job search site. 
The e-mail claims I can earn $800 to $900 per 
week by using my bank account to transfer 
funds from the company’s clients to the 
company’s accounts. Something smells fishy. 
Am I right to be suspicious? 
 

A. What you describe has the earmarks of an 
Internet employment scam. The increasing 
popularity of Internet job searches has led to new 
opportunities for thieves to gain access to 
consumers’ personal identifying information 
(such as a social security number or a bank 
account number) and, ultimately, to consumers’ 
money. In the scenario you describe, it is likely 
that the so-called company “manager” is really 
trying to entice you to disclose your bank account 
number so that he can promptly drain your 
account. 
 
To lure job-seekers into disclosing their personal 
identifying information, scam artists may post 
jobs on legitimate job search sites, create their 
own phony Web sites, or contact consumers 
directly by e-mail or message board. If you are 
searching for a job online, there are some simple 
precautions you should take:  

 
 
 
 
 

 

• Do your own independent investigation of the 
company. Make sure the company has a real 
location with a street address and working 
phone number. Check the name of the company 
closely. Scam artists may use a company name 
that is very similar to the name of a legitimate 
business.  

 

• Review any postings or e-mails from the 
company for grammatical errors, misspellings, 
and typos. These are classic warning signs.  

 

• NEVER give out your bank account number, 
credit card numbers, or PIN codes in response to 
a job posting or e-mail solicitation, and NEVER 
wire money to a prospective employer.  

 

• Protect your social security number. While it 
may be necessary to provide this number later or 
after you are hired, legitimate employers 
typically do not need your social security 
number early in the hiring process.  

 

• In general, be wary of a prospective employer 
who pressures you to disclose personal 
identifying information before you have had a 
chance to interview or check the employer out. 
Legitimate employers should be interested in 
your job skills, not your bank account or social 
security number.  

 
If you believe you have been ripped off by an 
employment scam, please contact my Office. 
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